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COMPUTERAND NETWORK USE RESPONSIBILITIESAND USEAGREEMENT

The computer and network facilitiesat Memoria University are provided for the use of its students, faculty and staff in support of
learning, teaching, research and administrative functions. All users are responsible for ensuring that these network facilities are
used in an effective, ethical and lawful manner.

Thefollowing policies are related to the use of Memorial’s computer and network servicesincluding those provided by the Health
Sciences Information and Media Service (HSIMS) on behalf of the Faculty of Medicine. Your agreement to abide by them is
required before request for access to university computing and/or network facilities can be processed.

1. Computer and network facilities are owned by the Univer- 5, A computer or network account assigned to anindividual by

sity and are used for university-related activitiesonly. Hence
only faculty, staff and students may access university com-
puter or network facilities. In special circumstances others
may be granted access with the approval of the appropriate
Vice-President (or delegate).

All accessto central computer or network systems, includ-
ing theissuing of accountsand passwords, must be approved
by the Dept. of Computing and Communications. All ac-
cessto departmental computer or network systems must be
approved by the apropriate system administrator or author-
ized representative. All access to administrative systems
(e.0. HRS, SRS, FRS) must be approved by the authorized
University office that has overall responsibility for the col-
lection, maintenance, and use of the information.

All access to networks, such as NLnet and CAnet, through
theuse of university computing facilitiesisgoverned by these
policies.

Computer or network equipment and accounts are to be
used only for the purposes for which they are assigned and
are not to be used for commercial purposes or non-univer-
sity related activitieswithout prior approval.

the Dept. of Computing and Communications, an adminis-
trative office, adepartment, or HSIM S, must not be used by
others. Theindividual isresponsiblefor the proper use of
the account, including proper password protection and in-
suring that while logged into the account only he/she has
access to the account.

. Programs, data files and network traffic are confidentia

unless they have explicitly been made available to other
authorized individuals. Authorized personnel from the Dept.
of Computing and Communications, and departmental sys-
tem representatives such asHSIM S, however, will monitor
facilities useto ensure computer and network system integ-
rity and performance. When performing this task, every
effort will be made to insure user privacy.

. Electronic datacommunicationsfacilitiesarefor university

related activities only. Fradulent, or harassing messages
are not to be sent or stored by users.

. Nooneshould deliberately attempt to degrade the perform-

ance of a computer system or network, or to deprive au-
thorized personnel of resources or accessto any university
computer system.



10.

L oopholesin computer or network security or knowledge of
aspecia password should not be used to damage a compu-
ter or network, take resources from another user, gain ac-
cessto systems or use systems for which proper authoriza-
tion has not been given. The existence of such loopholes/
special passwords must beimmediately reported to HSIMS
or appropriate representative.

Once copyrighted computer softwareisupgraded, previous
versions should normally not be used or be given or sold to
othersunlessexplicitly permitted under license.

Current students, faculty and staff of Memorial University
are permitted to utilize designated computer and network
resourcesin the non-commercia support of their educational,
research or administrative programs provided it is

doneinamanner consistant with the policiesoutlinedinthis
document. All personal fileslocated on these systemswill
be considered confidential and accessto themislimited to
the file owner. The university will make every effort to
protect the confidentiality of such files while a student or
employeeiscurrently enroled or employed at the university.
Once a student or employee is no longer enroled at or em-
ployed by the University, the University disclaims any and
all responsibility for the files. Upon termination of enrol-
ment or employment, students or employeesare required to
removesuch filesimmediately unlessprior approval hasbeen
granted by the Director of Computing and Communications,
or delegate, or departmental systems representative (as ap-
propriate) to retain them. Failureto remove files after rea-
sonable period of time may result in their removal by the
appropriate systemsadministrator without prior notification.
The confidentiaity of such fileswill be maintained until their
removal.

Violation of Policy
Offenses will be dealt with in the same manner as violations for other university policies and may result in disciplinary actionin
accordance with existing Collective Agreements, Terms and Conditions of Employment or the Code of Disciplinary Proceduresfor
Students. In such areview, thefull range of disciplinary actions available, including loss of computer and network privilegesfor a
specified period of time, dismissal from the University, and legal action may be considered. Violationsof some of the above policies
may constitute a criminal offence.

Services Requested
Assistanceisavailable from the HSIMS Hel p Line (tel ephone 777-6721), email: hshelp@mun.ca) or by contacting usin
person at the HSIMS office (H1614, Level 1, HSC, across from the Health Sciences Library).

Check off those services which you wish to use. Note that if you wish to use university central computing or net-

work resources, a separate application form must be filled out.

Services: |:| Student Lab

[0 Remote Access (Faculty of Medicine only)

Agreement
| accept responsiblity for any computer or network account issued to me by Memoria University, and agree to follow the policies
specified above. | agree to keep any password assigned to me confidential and ensure that only | useit:

Name: Date:

Signature:

Please do not write in shaded area

Username Issued

Password

Hostname issued for your computer

NIC Ethernet address

Date Recieved By

Consultant MUN ID

Your Internet gateway address

Approved by Date Processed

Date Issued Expiry Date

Your domain Name Server (DNS) address

Comments
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